Sami
AMI Security Advisory

Security Audit Reported Vulnerabilities -Aptio V

ID: AMI-SA-2023007 | September 25, 2023

INTRODUCTION

AMI's Product Security Incident Response Team (PSIRT) responded to a security notification concerning
potential vulnerabilities in Aptio V. Following a comprehensive investigation, AMI confirmed the existence
of two vulnerabilities within Aptio V. These vulnerabilities were found by Binarly efiXplorer Team and
brought to our attention through an external security audit.

SECURITY VULNERABILITIES AND REMEDIATION INFORMATION

Vulnerability CVSS Vector CVSS CWE Reported Fix Version
Score the Issue
CVE-2023-34469  (CVSS:3.1/AV:P/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N 4.9 CWE-284 Binarly *Aptio V
efiXplorer
Team
CVE-2023-34470 CVSS:3.1/AV:L/AC:L/PR:L/UL:R/S:U/C:H/I:H/A:L 6.8 CWE-284 Binarly *Aptio V
efiXplorer
Team

* For vulnerability status, please check with the platform manufacturer.

Change History
09-12-2023 1.00 First Publication of Document
09-25-2023 1.01 Added the finder of the vulnerabilities: Binarly efiXplorer Team
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